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RULES  

for provision of internet- acquiring services by 

Kyrgyz Investment and Credit Bank CJSC  

 

These Rules for provision of internet- acquiring services (hereinafter referred to as the Rules) by 

Kyrgyz Investment and Credit Bank CJSC (hereinafter referred to as the Bank) were established 

by the Bank on the basis of the current legislation of the Kyrgyz Republic, regulations of the 

National Bank of the Kyrgyz Republic (hereinafter - the NBKR), operational rules of the 

respective payment systems and determine the basic conditions for the Bank to provide internet 

acquiring services to Customers by ensuring the possibility of non-cash payments for the goods/ 

services/other deposits that do not contradict the law, by the bank payment cards using the 

information and telecommunication network Internet and making settlements with the Customer 

on payment transactions. 

 

The rules for provision of internet acquiring services in Kyrgyz Investment Credit Bank CJSC 

are placed by the Bank only on the Bank's corporate website www.kicb.net. No other sources 

should be used by the Customer to obtain any information about the Rules for provision of 

internet acquiring services at Kyrgyz Investment Credit Bank CJSC. 

 

The Customer undertakes to independently and timely get acquainted with the Rules, as well as 

with the amendments/additions made to the Rules by the Bank. Untimely familiarization, as well 

as non-familiarization of the Customer with the Rules and amendments/additions made to the 

Rules, is not a reason to exclude the Customer’s liability. 

 

These Rules are an integral part of the Accession Agreement concluded between the Bank and 

the Customer with purpose to receive internet acquiring services by the Customer. 

 

The Customer hereby confirms that any goods/services provided to him/her, the receipt of any 

payments and deposits, are the result of his/her legal activities and do not violate any rights and 

freedoms of third parties. The Bank shall not be responsible and brought in for any claims that 

may be presented against the Customer regarding his/her activities. However, the Bank has the 

right from time to time, as specified in the Rules, to monitor the Customer’s activities, within the 

competence that is given to him/her by applicable law. 

 

1. TERMS AND DEFINITIONS  

Authorization - the procedure for obtaining permission from the issuing bank or other legal 

entity acting on its behalf to conduct a transaction using a card, assuming the formation of an 

authorization request. 

An authorization page - a component of the internet acquiring software module (service), an 

internet acquiring web page provided by IPC to enable cashless payments transactions for the 

goods and services using payment cards, including sending, processing of authorization requests, 

and exchanging information about operations using payment cards between TSP and the issuing 

bank through the information and telecommunication network Internet. 

IPC Electronic Commerce Module (IPC Module) - a hardware-software complex of internet 

acquiring designed to provide the possibility of performing transactions using cards, including 

sending authorization requests, as well as exchanging information about transactions using cards 

between the Customer and the Bank through the information and telecommunication network 

Internet. 

Bank - Kyrgyz Investment and Credit Bank CJSC, which provides internet acquiring services. 

Legal address: 720040, Erkindik ave. 21, Bishkek, Kyrgyz Republic. 

Issuing Bank - a financial and credit institution that is a member of the payment system and that 

performs the issuing of the cards. 
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Compensation - the Bank, in accordance with the terms of the Agreement, transfers to the 

customer the amount of transactions performed on the Customer’s website using cards, minus 

the bank commission. 

Card Holder (Holder) - an individual or legal entity, including one authorized by a legal entity 

or individual entrepreneur, who lawfully uses a card on the basis of an issuing bank agreement 

with an individual, legal entity or individual entrepreneur, respectively, which provides 

performance of transactions using payment cards. 

Agreement - an internet acquiring agreement concluded by the bank and the customer, based on 

which the conditions for the provision of services are set forth in the Rules. 

Document on transactions using cards - a document and/or electronic data compiled during a 

card transaction (check/receipt or other document stipulated by the Agreement), which is the 

basis for settlements on these operations and/or confirming their completion. 

Internet store - a virtual trading and service enterprise (Customer) operating in the e-commerce 

market, serving a trade or service enterprise, operating electronically on the Internet and 

accepting payment cards as a tool for payment for the goods or services. 

Internet acquiring - the ability to accept payments on Internet resources. 

Card - a bank payment card of a certain payment system, which is an electronic means of 

payment, using which it is possible to carry out payment operations, as well as other operations 

in respect of which there is no prohibition (restriction) on their performance. 

Customer - a legal entity, individual entrepreneur, private entrepreneur, acting in the manner 

prescribed by the legislation of the Kyrgyz Republic. 

Limit - a limitation of the amount of a transaction and/or the number of transactions using a card 

per unit of time (day, month) and other restrictions on transactions using cards established by the 

Bank. 

Operations using Cards - payment transactions, cancellation operations, return operations. 

Payment operations - operations to pay for services performed using cards by holders on the 

authorization page with performance of authorization. 

Return operation - an operation performed using the card after closing the current day of the 

internet store in case if the holder returns to the customer the goods or part of it, in case of 

reducing the cost of the goods, the payment of which was carried out by making payment 

operations during the already closed current day of the internet store. The return operation is 

performed to return to the holder the funds debited from his/her bank account on the basis of a 

previously completed payment transaction. The decision on the return operation is made by the 

bank on the basis of the submission of the Application on the disputed transaction (Appendix 

№3). 

Cancellation operation - an operation performed by the Customer in the case when, before the 

closing of the current day of the internet store, the holder refused to perform the payment 

operation/if necessary to change the amount, already completed during this current day of the 

payment operation. 

Payment system - a set of organizations, participants of settlements, including credit 

organizations, financial institutions, information processing centers, clearing centers that interact 

on the basis and in accordance with the operating rules of payment systems and are 

interconnected on a technological basis for the purpose of implementation, including settlements 

on transactions made using cards. 

Payment - performance of a monetary obligation using cash or the process of transfer of non-

cash funds by a payer. 

Rules - the rules for provision of internet acquiring services by the Kyrgyz Investment Credit 

Bank CJSC. 

Interbank Processing Center (IPC) - a processing center that provides information and 

technological interaction between participants of  the settlements, a specialized computer center 

for processing of the card operations (transactions) that performs functions related to the 

processing of transactional data. 
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Website - a set of customer’s electronic pages on the Internet containing information about the 

customer’s goods/services, the method and procedure for their payment. 

Compensation amount - funds to be transferred to the customer for the goods sold through the 

internet store, the payment of which was made by performing transactions using cards on the 

authorization page. 

Customer’s current day - the period of time during which transactions with the use of cards 

made on the authorization page are recorded, limited by the closing procedure performed once a 

day in the manner established by the agreement. 

Goods - goods, services, results of intellectual activity sold by the Customer through the web 

site. 

Services - Internet acquiring services provided by the Bank for the Customer on the basis of the 

Agreement, by making it possible to make payment for services using the information and 

telecommunication network Internet and make settlements with the Customer on payment 

transactions, in the manner and on the conditions established by the Rules. 

Electronic log - a set of documents on transactions using cards in electronic form for the current 

day of the Customer and which is the basis for settlements of the Parties on transactions using 

cards. 

MOTO (mail order telephone order) - remote payment by phone or mail. 

 

2. GENERAL PROVISIONS  

2.1. The Bank shall provide the Customer with internet acquiring services for receiving 

payments/deposits (hereinafter referred to as “payment”) using cards of Payment systems for the 

goods/services provided by the Customer through his/her website. 

2.2. The list of the Customer’s web sites which will be used for operations using cards is agreed 

upon by the Parties upon conclusion of the Agreement and drawn up in accordance with the form 

given in Appendix №2 to the Agreement, and after signing by the Parties becomes an integral 

part of the Agreement. During the validity period of the Agreement, the list of internet stores 

shall be changed by signing by the parties a new list, drawn up in accordance with the form 

given in Appendix №2 to the Agreement. From the moment of conclusion of a new list, based on 

which operations with the use of cards will be carried out, the previous list shall become invalid. 

2.3. The Bank shall permit to carry out transactions using cards to provide the Services for the 

Customer only after the Bank has checked the Customer and provided that he/she meets the 

requirements of the Bank and payment systems. 

2.4. The Bank shall begin to provide the Services for the Customer only after successful 

technical interaction, including testing. 

2.5. The Bank shall makes settlements with the Customer on payment transactions based on 

documents (including electronic documents) on transactions using the Cards and in accordance 

with the procedure defined by the Rules and internal regulatory legal acts of the Bank. 

2.6. The currency of transactions using cards and settlements on these operations is Kyrgyz som. 

2.7. In case of inconsistency between any provisions of the Rules and the current legislation of 

the Kyrgyz Republic, as well as the rules of payment systems, the Bank shall apply the current 

legislation of the Kyrgyz Republic and/or the rules of payment systems, with the subsequent 

amendment of the Rules unilaterally, in order to bring them into line with the legislation and/or 

Payment system rules, without obligatory notification of the Customer. 

2.8. The documents and other information compiled/provided using IPC Module are legally 

relevant for the purposes of the Agreement, as well as received by the Bank in the form of copies 

from payment systems (participants of payment systems) using electronic portals of payment 

systems, fax, email and other means. An adequate confirmation of the fraudulent nature of the 

transactions is information received from issuing banks or notifications from payment systems 

and/or the National Bank of the Kyrgyz Republic and/or any competent authority received via 

fax, email, etc. 
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3. RIGHTS AND OBLIGATIONS OF THE PARTIES 

3.1. The Bank is obliged to:  

3.1.1. Register the Customer in the payment system in accordance with the requirements of the 

Bank and/or the rules of the payment system on the basis of information and documents provided 

by the Customer, and notify the Customer about this. At the same time, the Client is solely 

responsible for the legality and correctness of any data provided to the Bank, which does not 

exclude the right of the Bank to conduct an appropriate review and verification of such data. 

3.1.2. After successful completion of integration testing, the Customer shall be transferred to the 

active environment for testing. Based on the results of the tests, an act of completion in active 

environment shall be signed and the Customer is transferred to the business environment for the 

full functioning of Internet acquiring and receiving payments. 

3.1.3. Ensure the security of processing of confidential data of the holder (card details, 

registration data, etc.) in the processing center. 

3.1.4. Transfer to the customer the amount of compensation for services, the payment of which 

was made using cards, in the amount and in the manner determined by the Rules. 

3.1.5. Upon request of the Customer, provide a bank account statement confirming the validity 

of the deduction of funds from the compensation amount.  

 

3.2. The Bank is entitled to:  

3.2.1. In case of detection of suspicious and/or fraudulent transactions, unauthorized 

transactions, both from the side of the cardholders and from the staff of the Customer and/or the 

Customer’s enterprise as a whole, unilaterally suspend the crediting of money to the Customer’s 

current account. The term of the investigation of the transaction is 180 calendar days from the 

date of the transaction. 

3.2.2. Withhold the amount of the return operation from the amount of payment due to the 

Customer in respect to the return operation. If the deducted amount exceeds the amount of 

current payments, issue the Customer an appropriate invoice, which is mandatory for payment by 

the Customer. 

3.2.3. In case of the cardholder’s refusal from a transaction made on the Customer’s website, the 

Bank shall be entitled to request a document confirming the purchase. 

3.2.4. In case if the Customer has not performed a single transaction for a period of more than 90 

calendar days, to notify the Customer in advance and unilaterally terminate this Agreement with 

the Customer after 5 calendar days. 

3.2.5. If the disputed transactions revealed that it was not timely processed by the payment 

system due to the failure to reconcile the results and the brief report by the Customer, the Bank 

shall be entitled to debit the Customer’s account for disputed transaction amounts from the 

cardholder in non- acceptable manner. 

3.2.6. To require the Customer strictly comply with the instructions provided by the Bank on the 

execution of transactions using cards. 

3.2.7. In order to ensure the registration of the Customer in payment systems, to inform the 

payment systems about the Customer, including: the Customer’s name, address, telephone. If the 

Bank decides to terminate the Agreement/suspend transactions using cards due to fraudulent 

activity, to inform the payment systems of the date of conclusion, termination of the Agreement, 

suspend transactions with cards, the reason for termination of the Agreement. 

3.2.8. To check the Customer in order to monitor compliance with the terms of the Agreement, 

these Rules, including instructions of the Bank and transactions using the Cards. 

3.2.9. To reject the Customer in regard to the possibility of conducting transactions using cards 

without giving reasons in case of violation of the payment system rules, the terms of the 

Agreement and these Rules. 

3.2.10. At any stage of the provision of the Service, to establish a minimum balance/insurance 

deposit, depending on the type of the goods sold or services rendered, if necessary and after 
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agreement with the Customer. The minimum balance/insurance deposit is blocked by the Bank 

in the Customer's current account opened with the Bank. 

3.2.11. To demand from the Customer the provision of supporting documents on card 

transactions, as well as other information and documents required by the Agreement. In case of 

failure to provide/untimely provision of the relevant documents, as well as the provision of 

inappropriate documents, to keep the blocked amount of compensation for such an operation 

until the end of the investigation, with the obligatory subsequent notification of the customer in 

any way possible. 

3.2.12. Until the circumstances are clarified, for a period of not more than 180 (one hundred 

eighty) calendar days, to suspend the possibility of conducting transactions using cards in order 

to provide the Services if the Bank has information about the Customer performing invalid 

operations in accordance with Section 6 of the Rules, as well as in case of occurrence of the 

Customer’s debt. At the same time, the Bank shall send the Customer a corresponding notice 

within 10 (ten) business days after receiving information about invalid operations, carried out by 

him/her. The notice may be sent to the Customer by mail/e-mail/fax, in writing and/or by 

telephone. 

3.2.13. Not to transfer/not to issue to the Customer the amounts of compensation for operations 

using cards that are invalid in accordance with Section 6 of the Rules. 

3.2.14. To monitor without prior notice to the Customer, his/her fulfillment of the Agreement 

and these Rules by any available means that do not violate the requirements of the law, including 

monitoring of the Customer’s web site. 

3.2.15. To withhold from the amounts of compensation due to the Customer (to request the 

Customer to compensate), cash in the amount withheld from the Bank by the payment systems to 

return money to cardholders in case of cancellation of the service payment transaction, return of 

money paid for the service; on invalid operations, in accordance with the terms of the 

Agreement, these Rules and the rules of the payment system; on operations, provided that the 

Bank has previously transferred to the Customer the amount of compensation for the specified 

operations, the amount of fines and other penalties to be recovered from the Customer in 

accordance with the Agreement, as well as the payment systems and/or government bodies 

recovered from the Bank due to non-performance (improper performance) by the Customer of 

obligations under the Agreement. 

3.2.16. To engage third parties to provide Services under the Agreement without agreement with 

the Customer. 

3.2.17. To verify the data provided by the Customer, as well as to verify the fact of disputed 

transactions and unlawful use of cards when they are performed. 

3.2.18. To amend unilaterally the Bank's Rules with mandatory notification of the Customer 10 

(ten) business days before through the Bank’s official website www.kicb.net. 

3.2.20. By agreement with the Customer, to set and change the Limits for one transaction using 

cards made in frames of the Agreement, as well as establish other limits and restrictions on card 

transactions (including: the sum of all operations per day, the total number of transactions with 

using cards per day, according to the number of operations using cards per day with one card, 

etc.). 

3.2.21. To post information materials on the internet acquiring of the Bank and payment systems 

on the Customer’s website. 

3.2.22. To suspend the provision of Services for the Customer, if there is reason to believe that 

his/her activity violates the requirements of the legislation of the Kyrgyz Republic, the 

requirements of payment systems, the terms of the Agreement and these Rules, and also does not 

comply with generally accepted moral and/or ethical principles and standards. 

The goods, that prohibited to be sold through the internet store, are listed below: 

 

 “Adult and SR” (any kind of pornography); 

 Sale of narcotic substances; 
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 Sale of tobacco and alcohol products; 

 Sale of medicinal, pharmaceutical goods and/or products; 

 Provision of foreign exchange transactions (Forex services) and pawnshop services; 

 Provision of financial services, including but not limited to the sale of securities; 

 Sale of lottery tickets; 

 Dating through the Internet, marriage services; 

 Sale of software without contracts with copyright holders confirming the license and 

permission to sell this product on the Internet; 

 Reproduction (production of copies) of audiovisual works and phonograms on any kind 

of media without corresponding licenses and agreements with copyright holders; 

 Payment system services;  

 Gambling business; 

 Goods/services that contradict the current legislation of the Kyrgyz Republic; 

 Distribution of products promoting violence, ethnic conflicts, terrorism; 

 Other goods/services prohibited for sale by the requirements of the legislation of the 

Kyrgyz Republic, the Payment system and/or the Bank. 

 This list is not limited and may vary depending on changes in the legislation of the 

Kyrgyz Republic, requirements of the payment system and/or the Bank. 

 

3.3. Customer is obliged to: 

3.3.2. Ensure the possibility of technological interaction of the Customer with the IPC Module, 

fulfill the requirements for trade and service enterprises on connection to the IPC for electronic 

commerce, as set out in Appendix №3 to the Rules. 

3.3.3. Coordinate with the Bank all information posted on the Customer’s website, which may 

directly or indirectly affect the rights and/or obligations of the Bank and the Customer, including 

in relation to the Cardholders, before they are posted on the Site, including the Customer’s 

counterparties. 

3.3.3. Ensure the availability of information about the Customer’s activities, which is provided 

for by the current legislation of the Kyrgyz Republic, contact phones and/or electronic (e-mail) 

addresses and/or other means of communication, by which the Cardholder can contact the 

customer support service, as well as the legal and actual address. 

3.3.4. Open a bank account with the Bank within 10 (ten) banking days from the date of signing 

the Agreement and do not close the bank account with the Bank until fulfillment of all of its 

obligations to the Bank. 

3.3.5. Provide the following: 

 provision by individuals whose personal data is contained in documents submitted by the 

Customer to the Bank, consent to the verification and processing (including automated 

processing) of this data by the Bank in accordance with the requirements of the current 

legislation of the Kyrgyz Republic and the terms of the Agreement by posting this 

information on the Customer’s website; 

 provide the Bank with the information necessary for the Bank to fulfill its obligations 

under the Agreement. 

3.3.6. Provide Cardholders with the opportunity to access the Authorization page through the 

Customer's website. 

3.3.7. Upon request of the Bank, to provide all the necessary documents and information for 

registering the Customer in Payment systems. 

3.3.8. Before starting the provision of the Services, to provide the Bank with a list of paid 

services. 

3.3.9. In case of change of the list of services, the domain name of the Customer’s website, to 

inform the Bank about this 3 (three) calendar days before the date of the change. 
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3.3.10. Coordinate with the Bank the design of the Authorization page, including electronic 

versions of advertising banners with the Payment system logo, the Cards of which are accepted 

as a means of payment for the Goods (if the Authorization page is provided by the Site). 

3.3.11. Provide the Cardholder with a Document on the operation using the Card (check) in 

electronic form to the email address. The check should include the following data: 

 Customer’s name; 

 The Latin name of the Customer assigned by the Bank (it’s informed to the Customer 

together with the point identifier MERCHANT_ID); 

 Customer’s URL and hardware identifier (Customwr’s electronic payment terminal 

number); 

 Customer’s contact email address and contact telephone number; 

 Masked Card number; 

 Amount and currency of the transaction; 

 Date of operation; 

 Unique transaction identifier; 

 Buyer's name; 

 Authorization confirmation code; 

 Transaction type; 

 Name of service; 

 Compensation/refund terms, if applicable; 

 Information on the absence of a commission charged by the Bank from the Cardholder; 

 as well as information for the Holder about the need to print or save the receipt. 

3.3.12. In case of suspicion of fraudulent transactions, to provide authorized employees of the 

Bank with access to the territory of the Customer for inspection, for performance of which the 

Bank has the right in accordance with the Agreement, as well as provide access for the Bank's 

representatives to the Customer's website for conducting inspections in accordance with the 

terms of the Rules. 

3.3.13. Comply with the provisions of the Agreement/Rules, including the appendixes to the 

Rules. 

3.3.14. Accept for payment of services all Cards of Payment systems provided in the Agreement 

if the functionality of the Cards provides the execution of Payment Transactions in the Internet 

network. 

3.3.15. Accept Cards as payment for the Goods as an equivalent means of payment without any 

restrictions and to sell the Goods paid by making Payment Transactions at prices not exceeding 

the prices of these Goods sold in cash. 

3.3.16. Provide, upon request of the Bank, originals or duly certified copies of documents on 

transactions using cards, or other documents provided by the legislation of the Kyrgyz Republic 

confirming the fact of the operation and clarifying its details, as well as other documents and 

clarifications regarding transactions using cards. The specified documents shall be provided by 

the Customer within 3 (three) business days from the date of receipt of the Bank's request. A 

request for documents may be sent to the Customer by fax, e-mail, orally or by other available 

means agreed upon with the Customer. 

3.3.17. Place on the websites of the Customer’s internet stores in a prominent place accessible 

and understandable terms of the policy of ordering, delivery, return and payment for the goods 

(services). 

3.3.18. Place on the websites of the Customer’s internet stores in visible places information 

materials agreed upon with the Bank informing that payment for the Goods sold through the 

Internet Store can be made using Cards. 

3.3.19. Ensure that the Customer’s website contains information on the protection of Card data 

and the security of payment transactions. The specified information must be previously agreed 

with the Bank. 
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3.3.20. Inform the Bank in writing about changes of the information specified in the Agreement, 

including the name, legal form, location and/or details of the Customer (including email 

addresses, phone and fax numbers), within 3 (three) business days following the day of their 

actual change. 

3.3.21. Don’t take measures to counteract the Bank in conducting the check of the Customer for 

the provision of services to the Cardholders. 

3.3.22. Don’t disclose and ensure safe storage of information about the Bank, Card Holders and 

Card details that became known to the Customer as a result of fulfilling the terms of the 

Agreement, including the safety and protection of personal data of Card Holders in the process 

of paying for services on the Customer’s website, in accordance with the requirements of the 

current legislation of the Kyrgyz Republic. 

3.3.23. Ensure the security of their information resources in the Internet from external and 

internal threats (including, but not limited to: protection against unauthorized access and/or 

payment information changes, ensuring the absence of unclaimed capabilities and/or 

vulnerabilities in the program code that contribute to their occurrence) 

3.3.24. Take control over the refunds and deductions of monetary funds, made by the Bank, as 

well as take measures to cancel mistakenly paid transactions for which the Customer does not 

have a confirmation document on the payment transaction or does not comply with the terms of 

the transaction and/or the Agreement, including the Bank's Instructions. 

3.3.25. Don’t issue cash on Transactions made using the Cards if there is an application for 

return/cancellation of the Operation. 

3.3.26. Don’t make changes to the settings for the Customer’s interaction with IPC Module and 

don’t provide third parties the opportunity to pay for the implemented services using the 

Customer’s website and the authorization page. 

3.3.27. Observe/adjust the Limits on the website in accordance with the requirements of the 

Bank. 

3.3.28. Execute a payment for services implemented as part of one transaction with the 

Cardholder, one Transaction using the Card, one Transaction Document using the Card. 

3.3.29. Don’t accept the Card as a partial payment for services, and also do not divide the 

payment amount into two or more for one service. 

3.3.30. Don’t conduct MOTO transactions and don’t ask customers to provide copies of cards for 

making payments on the website. 

3.3.31. Keep documents on transactions using cards for at least two years from the date of the 

Operation using Cards. 

3.3.32. The Customer shall provide the Bank with the right to write off (without any order) based 

on bank orders, from any current account opened with the Bank and other sources of funds, the 

amounts of debt by the Customer to the Bank on commission for the Services under the 

Agreement, and reimbursement of the Bank's expenses incurred in connection with the execution 

of the Agreement, in the amount of the funds withheld by the Bank by Payment systems for 

refunding cash to Cardholders in the event of cancellation of the service payment operation on 

invalid operations, in accordance with the Agreement, provided that the Bank has previously 

transferred to the Customer the Amounts of reimbursement for the specified operations, the 

amounts of fines and other penalties recovered from the Bank by Payment systems and/or 

government bodies due to the Customer's non-performance (improper performance) of 

obligations under the Agreement, as well as amounts of fines and penalties to be recovered from 

the Customer in accordance with the Agreement. 

3.3.33. Take the risk of adverse consequences arising from performance of Transactions using 

Cards recognized invalid in accordance with the terms of the Agreement/Rules. 

3.3.34. Immediately notify the Bank of cases when the Customer becomes aware of a violation 

of the confidentiality of information about Card Holders, including information about the Cards 

and transactions with their use, or the Customer has reason to believe that there is such a 

violation. The Customer is obliged to cooperate with the Bank to take any measures to correct 
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this situation, including providing the Bank with all the necessary information that allows the 

Bank to assess the ability of the Customer to prevent future violations of the information 

confidentiality regime in accordance with the Agreement. If the Customer does not send the 

Bank an immediate notification of a violation of the confidentiality of information about Card 

Holders, then it will be liable for all fraudulent (illegal) operations related to such violation of the 

confidentiality regime and for reimbursement of all costs that the Bank may incur as a result of 

such violation (without damage to other rights of the Bank). 

3.3.35. Carry out audit of computer systems regularly and, if necessary, for the purpose of 

investigation, provide the Bank with conclusions on the results of the audit of the Customer's 

computer systems. 

3.3.36. Stop accepting Cards as a means of payment for services from the date of termination of 

the Agreement and/or at the request of the Bank, delete information materials from the website 

informing about the acceptance of Cards as a means of payment for services from the date of 

termination of the Agreement. 

3.3.37. Don’t violate and comply with the terms of this Agreement. 

3.3.38. Don’t disclose the amounts of commission fees established by the Bank, information on 

transactions of the Cardholders, except in cases of direct processing, as well as any other 

information that became known to the Customer in the process of cooperation with the Bank, 

including on trading operations performed by Cardholders, except stipulated by the legislation of 

the Kyrgyz Republic. 

3.3.39. Store electronic data on all transactions for a period of 200 (two hundred) days. 

3.3.40. Ensure the effective use of Internet acquiring services for their intended purpose, in 

accordance with the technical documentation. 

3.3.41. Don’t make any changes to the software and technical parameters. 

3.3.42. Don’t transfer or sublease the technical parameters for using Internet acquiring, as well as 

instructional materials for operations, for use by third parties, other organizations and their 

employees. 

3.3.43. Strictly adhere to all recommendations of the Bank on posting logos of payment systems 

served by the Customer on his/her website. 

3.3.44. After authorization is complete, don’t record or save the verification value of the card 

(Card Verification Value 2 - CVV2) and the card number. 

3.3.45. Don’t charge additional fees for transactions other than those established by this 

Agreement, accept Cards for payment for goods/services without any additional margin 

compared to goods/services sold for cash. 

3.3.46. Don’t issue cash to the Cardholder. 

3.3.47. Inform the Bank in writing within 5 (five) calendar days of all changes (bank details, 

change of employees, management, location, etc.), including violations, malfunctions in the 

work of Internet acquiring. 

3.3.43. Don’t allow cases of unreasonable refusal to accept for payment a valid Card presented 

for payment by an authentic Card Holder. 

3.3.49. Include the tax amount in the transaction amount. All taxes, charged from the customer at 

the point of sale should be included in the total transaction amount. Separate payment of tax in 

cash is prohibited. 

3.3.50. Provide upon request of the Bank all the necessary information and documentation on the 

activities of the Customer. 

3.3.51. Reconcile totals and a brief report on a daily basis. The Bank is not responsible for 

untimely transfer of funds in case of failure to conduct a brief report and reconciliation of results. 

 

3.4. The Customer is entitled to:  

3.4.1. Require form the Bank to provide the Services in accordance with the terms of the 

Agreement and these Rules. 
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3.4.2. Refer to the possibility of accepting Cards as a means of payment for services in their own 

advertising materials, provided that the link is used only as a notification of a possible method of 

payment for services under the Agreement and the Rules. 

3.4.3. Require the Bank to participate in the settlement of conflicts on the subject of the 

Agreement with Cardholders and Issuing Banks that arose during Transactions using Cards 

under the Agreement and the Rules. 

3.4.4. Submit applications for the removal of faults of the Authorization Page and IPC Module. 

3.4.5. Contact the Bank to change the rates of the Bank's commission for the provision of 

Services, including in the manner provided in clause 2.8 of the Rules. 

3.4.6. Terminate the Agreement unilaterally in cases and on conditions established by the 

Agreement and the Rules. 

3.4.7. Require the Bank to credit the payment of goods/services sold using cards to a bank 

account opened with the Bank minus Bank remunerations (by debiting directly from the 

Customer’s account opened with the Bank) on the date specified in this Agreement. 

 

3.5. The Bank takes responsibility for: 

а) untimely transfer of payment for services due to the Customer, in accordance with the terms of 

this Agreement; 

b) untimely crediting of funds to the current settlement account of the Customer for the sold 

goods/services in the form of 0.2% for each day of delay from the payment amount. 

 

3.6. The Customer takes responsibility for: 

a) untimely payment of the invoice presented by the Bank in accordance with the terms of this 

Agreement in the amount of 0.2% of the overdue amount for each day of delay; 

b) the actions of its staff, in the amount of damage caused to the Bank and in the form of a fine in 

the amount of 10% of the amount of damage caused to the Bank. 

 

3.7. The Bank doesn’t take responsibility for: 

a) a delay in payments, if such a delay is caused by an untimely notification of the Bank about 

changes in the Bank details of the Customer, as well as in the case of detection of suspicious or 

fraudulent actions on the part of the Customer’s employees or in the case of fraudulent 

transactions with the Cards on the Customer’s website 

b) failures in the operation of hardware, software failures and data transfer, over which the Bank 

does not have direct control, but which may entail a temporary suspension of service; 

c) disputes and disagreements arising between the Customer and Cardholders in all cases when 

such disputes and disagreements do not relate to the subject of this Agreement; 

d) mutual settlements for which the Customer has not submitted electronic documents; 

e) untimely crediting of funds in case the Customer does not conduct a brief report and 

reconciliation of the results. 

 

3.8. The Customer doesn’t take responsibility for: 

a) temporary non-servicing of Cardholders in connection with failures in the operation of 

technical equipment, malfunctions of the Customer’s equipment software. 

 

3.9. All other rights, obligations and responsibilities of the Parties when performing Transactions 

using cards of Payment systems are determined by the Rules. 

 

4. PROCEDURE FOR SETTLEMENTS AND PAYMENT FOR BANK SERVICES 
4.1. The Customer’s current day is closed daily from 23:30 to 1:00 (Bishkek time) of the 

working day/next working day, by recording in the Electronic Log the amount of Payment 

Transactions completed during the current day of the Customer. 
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4.2. The amount of compensation to be transferred to the Customer is determined by the Bank 

based on the results of the Current (operational) day at the time of closing of the Current day of 

the Customer, as the amount of Payment Transactions recorded in the Electronic Journal at the 

close of the Current Day of the Customer. The amount of commission provided in Appendix №1 

to the Internet Acquiring Agreement is excluded from the compensation amount. 

4.3. The Bank makes settlements with the Customer on Payment Operations by transferring to 

the Customer's current account specified in the Agreement, the compensation amount minus the 

Bank's commission and other amounts stipulated by the Rules, no later than 5 (five) business 

days following the closing day of the Current Day and fixing the Transactions payment in the 

electronic log. 

4.4. The Bank has the right to extend the period for payment of the Amount of compensation for 

Payment Transactions, which have become the subject of disagreements (disputes, suspicions of 

misconduct, fraud) in accordance with the Rules of Payment Systems (hereinafter referred to as 

Disputed Payment Transactions), until the settlement of such disagreements in accordance with 

the Rules of Payment Systems, but not more than 180 (one hundred eighty) days. Based on the 

results of the settlement of disagreements, but no later than the specified maximum period, the 

Bank shall transfer to the Customer the amount of compensation for the disputed payment 

transactions. In case if these operations are declared invalid due to the fault of the Customer in 

accordance with the conditions of Section 6 of the Rules, the Bank has the right not to transfer to 

the Customer the amount of compensation for invalid operations in accordance with clause 6.7 of 

the Rules. 

4.5. The Bank transfers funds constituting the Compensation Amount, minus the amount of the 

commission, to/from the Customer's current account specified in the Agreement, under the terms 

of the Agreement. 

4.6. Return to the Holders on Return Operations, as well as on invalid operations in accordance 

with Section 6 of the Rules, is carried out at Customer’s expense. The Customer's debt to the 

Bank on these operations arises on the day of deduction from the Bank in accordance with the 

Rules of Payment Systems of funds to return the amount to the Holders based on the results of 

mutual proceedings. 

4.7. Cash specified in clause 4.6. of the Rules are withheld by the Bank from the Customer’s 

bank account opened with the Bank and/or from the Compensation Amount. If the amount of 

funds to be transferred to the Customer within the next 5 (Five) business days is not enough to 

repay the Customer’s debt, the Bank is entitled to require the Customer to transfer the necessary 

amount, or on the basis of bank order to write off the missing amount from any other Bank 

account of the Customer, opened in the Bank. 

4.8. The Customer shall pay a commission (trade concession) for the Services provided by the 

Bank under the Agreement, the payment of which is made by writing off the total amount of the 

commission from the total amount of operations performed on the day of the compensation. 

4.9. The amount of the commission is established by Appendix №1 to the Agreement for the 

amount of Transactions indicated in the List (Appendix №2 to the Agreement). Appendix №1 to 

the Agreement specifies the size of the commissions, which the Bank has the right to unilaterally 

change, with the notification of the Customer before 10 (ten) business days. 

4.10. If the amount of the commission paid by the Customer for the transaction day, calculated as 

a percentage of the amount of the Payment Transactions, is less than the amount available on the 

Customer’s bank account, the Bank shall withhold the following amount of the Customer’s debt 

on commission and/or from another account opened in the Bank. 

4.11. If the Refund Amount is not enough to pay off the commission debt, the Bank shall issue 

an invoice for payment to the Customer, which the Customer agrees to pay within 5 (five) 

business days after the invoice was issued for payment. 

4.12. If it is necessary to return the previously paid Transaction to the Holder for some reason, 

the return operation is carried out upon the Customer’s official request in accordance with 

Appendix №4, provided that the Bank has already transferred to the Customer the Amount of 
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compensation for this Transaction. The Bank returns to the Customer on such an operation 

within the time limits established by the rules of the payment system. 

 

5. INVALID OPERATIONS AND CARDS  

5.1. A transaction using the Card shall be deemed as invalid in the following cases: 

 The operation using the Card was performed in violation of the requirements of the law 

and/or the Rules/Agreement, the requirements of Payment systems, including the Bank's 

Instructions and established Limits; 

 The person who completed the Transaction using the Card is not its legal Holder; 

 The operation using the Card was made using the details of the Card that was not valid 

(which was not an electronic means of payment at the time the Payment operation); 

 When performing a Transaction using the Card, Authorization was not received or was 

received for a smaller amount (except as otherwise provided by the Agreement); 

 At the request of the Bank, there were not provided the documents in full within 3 (three) 

business days from the date of receipt of the request, or inappropriate documents were 

provided or provided with confirming payment for services by making a Payment 

Transaction; 

 Goods paid using the Card were returned to the Customer, or were not delivered (services 

were canceled and/or not rendered and/or not rendered properly), but the refund of funds  

was not made to the Holder (unless the Goods were not accepted or, when the return of 

the Goods/refusal of services is not provided for by the legislation or the rules of the 

Customer and the Cardholder was informed about this before the transaction); 

 A transaction using the Card is a payment for services previously paid by the Cardholder 

(confirmed by documentary evidence). 

  

6. CONFIDENTIALITY AND RESPONSIBILITY OF THE PARTIES  

6.1. The Parties undertake to maintain confidentiality with respect to information received by 

each other or made known to them during the execution of the Agreement, not to disclose or 

disclose in general or in particular information to any third party without the prior written 

consent of the other Party to the Agreement. 

6.2. The parties undertake to inform each other in writing about what information is necessary to 

ensure compliance with the confidentiality conditions, in addition to the confidentiality of which 

is provided by the Agreement and these Rules. By default, the terms of the Agreement, Bank 

Instructions, information on the number, holder and other details of the Card, the terms of 

technological exchange, as well as any other information on transactions using the Card are 

considered as confidential information. 

6.3. The requirements of clause 5.1. of the Rules do not apply to cases of disclosure of 

confidential information in cases of exercising the rights and obligations of the Bank provided in 

the Agreement\Rules, at the legitimate request of authorized state bodies and/or Payment 

systems, in cases provided by the legislation of the Kyrgyz Republic, as well as other cases 

provided by the legislation of the Kyrgyz Republic. 

6.4. Any financial losses incurred by a Party by non-compliance with the requirements of section 

7 of the Rules shall be fully compensated by the guilty Party. 

6.5. For non-fulfillment or improper fulfillment of obligations under the Agreement, the Parties 

shall be liable in accordance with the legislation of the Kyrgyz Republic, the Agreement and 

these Rules. 

6.6. In case of failure to fulfill or improper fulfillment of its obligations by one of the Parties, the 

other Party shall have the right to demand from the guilty Party the fulfillment of its obligations, 

as well as compensation for the losses caused to it. 

6.7. For performance of Transactions using Cards, which due to the fault of the Customer are 

invalid in accordance with the Rules, the Bank has the right not to transfer to the Customer the 
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compensation amount for the indicated invalid operations, withholding it as a penalty for the 

improper performance by the Customer of obligations under the Agreement. 

6.8. The Bank shall not be liable for a delay in settlements under the Agreement if the delay was 

caused by an untimely notification of the Bank about a change in the Customer details specified 

in the Agreement or occurred due to force majeure circumstances, including as a result of 

malfunctions in the operation of hardware, software or communication channels that occurred 

through no fault of the Bank. 

6.9. The Bank shall not be liable for disputes and disagreements arising between the Customer 

and Cardholders, if such disputes and disagreements are not related to the subject of the 

Agreement. 

6.10. The Bank shall not be liable for non-compliance with the terms of the Agreement due to 

actions or omissions of third parties, including participants of Payment systems. 

6.11. The Bank shall not be responsible for the improper provision of the Services under the 

Agreement in case of improper fulfillment by the Customer of the obligations undertaken, in 

case of the unavailability of the communication services required to provide the Services. 

6.12. The Bank shall not be responsible for the safety of any, including personal data provided 

by the Cardholder in the process of paying for services on the Customer’s Website. 

6.13. The Bank shall be responsible for the proper implementation of Authorization requests if 

the Customer has acted in accordance with the terms of the Agreement and these Rules, 

including the Bank's Instructions. 

6.14. The Bank shall be responsible for maintaining the confidentiality of information on 

Transactions using Cards committed by the Customer. Information on these operations may be 

provided to third parties only in accordance with the procedure established by the legislation. 

6.15. A Party shall be relieved of liability for partial or full failure to fulfill obligations under the 

Agreement if this failure was the result of force majeure circumstances arising as a result of 

extraordinary circumstances that the Party could neither foresee nor prevent by reasonable 

measures. Such extraordinary circumstances include natural disasters, accidents, fires, riots, 

strikes, revolutions, military operations, entry into force of laws, government decrees and orders 

of state bodies that directly or indirectly prohibit activities listed in the Agreement/Rules, as well 

as any other circumstances beyond the reasonable control of the Parties. 

6.16. Upon occurrence of the circumstances specified in clause 6.15 of the Rules, the Party 

which fails to fulfill its obligations under the Agreement must notify the other Party in writing 

about it within 24 hours. The notification should contain data on nature of the circumstances, as 

well as, if possible, an assessment of their impact on the ability of the Party to fulfill its 

obligations under the Agreement and the expected date for fulfillment of obligations. If it is 

impossible to fulfill obligations beyond 3 months, each of the Parties has the right to terminate 

the Agreement. 

6.17. The Customer shall be responsible for the accuracy of the information provided to the Bank 

in accordance with the Agreement, including regarding the list of services sold through the State 

Services Portal. 

6.18. The Client confirms that he/she has the necessary, in accordance with the requirements of 

the legislation of the Kyrgyz Republic, grounds for processing of personal data of individuals, 

including for the transfer of personal data to the Bank for the purposes provided in the 

Agreement and for processing in the ways established by the Agreement. The Customer 

guarantees that he/she will notify the subjects of personal data about the transfer of their personal 

data to the Bank and the processing of their personal data by the Bank. 

6.19. The Customer shall be obliged to provide at the request of the Bank all the necessary 

documents confirming the proper performance of the obligations stipulated by this paragraph. 

The Bank has the right under the Agreement to process personal data in a mixed way: collection, 

recording, systematization, accumulation, storage, clarification (update, change), extraction, use, 

depersonalization, blocking, deletion, destruction. The Bank may also carry out verification, 

provision and cross-border transfer of personal data in cases necessary for the execution of the 
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Agreement and the Rules of Payment Systems. The Parties undertake to maintain the 

confidentiality of personal data, to ensure the security of personal data during their processing, 

and also to comply with the requirements for the protection of processed personal data in 

accordance with the legislation of the Kyrgyz Republic. 

 

 

7. OTHER CONDITIONS 

7.1. The Parties shall be guided by the current legislation of the Kyrgyz Republic in all issues 

that are not provided by the Agreement/Rules. 

7.2. All notifications of the Bank and the Customer to each other are considered to be sent 

properly if they are made in the form and by way, as specified in these Rules, signed/sent by 

authorized representatives of the Bank and the Customer to the addresses indicated in the 

Agreement, or handed over against receipt to an authorized representative of the Customer or 

Bank. 

7.3. The following Appendixes to the Rules are their integral part: 

Appendix №1. Requirements for trade and service enterprises on connection to IPC CJSC for 

electronic commerce (provided to the customer with a separate document); 

Appendix №2. Rules of interaction of trade and service enterprises with the electronic commerce 

module of IPC CJSC (provided to the customer with a separate document); 

Appendix №3. Application for a disputed transaction; 

Appendix № 4. Application for the return of transaction made in internet store; 
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Appendix № 1 

to the Rules for provision of internet- acquiring services by KICB CJSC  

 

Requirements to the Customer’s website on connection to IPC CJSC for electronic 

commerce  
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Appendix № 2 

to the Rules for provision of internet- acquiring services by KICB CJSC  

 

Rules of interaction of the Customer with the electronic commerce module of IPC CJSC  
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Appendix № 3 

to the Rules for provision of internet- acquiring services by KICB CJSC 

 

Sample 

 

APPLICATION FOR DISPUTED TRANSACTION 

I, the owner of the above mentioned account, have found in report (statement) on the account (it’s 

attached to application) transactions, with which I don’t agree. I declare the following (underline the 

required)   

 

 ATM hasn’t withdrawn money, but the amount was credited from my account. 

 ATM held the withdrawn money as I didn’t take it on time. 

 Neither me, nor anybody, authorized by me or familiar to me, didn’t participate in transaction, didn’t 

receive and doesn’t expect to receive any goods or services in result of this transaction (transactions). 

 My card was lost/stolen     Date   ____________  _____, 20___ 

Place   

 I had card with me during this transaction was made and I didn’t give it to third parties. 

 I haven’t received my card when transaction was made. 

 The amount of sale check was changed from __________ to ______________ 

 Despite the fact that I booked the room in a hotel, I cancelled the order. 

 I participated in one transaction for amount of____________ at the given service/trade enterprise 

___________  _____, 20____, but I didn’t participate in other transaction (other transactions)  

 

 I still didn’t receive the goods (services). 

 I have reasons to believe that the following persons had access to me card, they knew number of my card, 

PIN, without my permission to that. (write names, addresses and phone numbers on the back side of 

application) 

 Other. Give description. 

 
The list of transactions I don’t agree with. 

 

№ Date of transaction Name of trade/service enterprise  Currency  Transaction amount 

1     

2     

3     

4     

5     

 
Persons, who possibly had access to my card 

№ NAME Home address Telephone 

1    

2    

3    

 

Cardholder signature (as on the card):     ___________________________________________ 

Signature of the card account owner:       ___________________________________________ 

 

Date of application:                  ________________  ______, 20________ 

 

FOR BANK’S NOTES 

 

City:  Department:  

 

Application was accepted by: __________________ _____________________  _______________________ 
                                                           (signature)                  (employee’s name)                          (date and time) 

 

Received by the specialist of Banking Cards Department _________________________   ___________________________ 

                                                                                            (signature, name)                            (date and time) 
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Appendix № 4 

to the Rules for provision of internet- acquiring services by KICB CJSC 

 

Application for the return of transaction made in internet store 

 

Name of internet store  

Customer’s TIN  

 

 Number of cancelled transactions  

Total amount of cancelled transactions, 

currency of transaction 
 

 

I request to cancel the following transactions, made in internet store with use of banking cards: 

Date of 

transaction 

Card number Amount of 

transaction 

ATM number Authorization 

code 

     

     

     

     

 

Executor’s name ________________________ tel._______________ 

 

Director of the enterprise  

signature _______________________   ______________ _____,  20__ 

 

Bank’s notes 

Manager of the Banking Cards Department: 

_______________________________________ 

signature _______________________ ______________ _____,  20__ 

 

Authorized employee _______________________:  

NAME _______________________________________________  

signature _______________________ ______________ _____,  20__ 

 


